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Abstract lost messages in such failure interval are not of any interes

for its new incarnation.

Persistent logical synchrony (PLS) extends the virtual ~ Things are different when a recoverable model is consid-
synchrony model persisting broadcast messages prior toered. Such failure models are commonly needed in applica-
their delivery. Such extension is important when a recover- tions that manage a large state, like replicated file servers
able failure model is assumed, since it is able to simplify th application servers or replicated databases. In those ap-
recovery tasks. Although similar approaches have been pro-plications, a more elaborated recovery protocol is needed,
posed in previous works, they were tightly bound to totally and one of its requirements is to minimize the state to be
ordered broadcasts. PLS does not follow such constraint: transferred. In such scenarios, it seems appropriate to add
any kind of broadcast order might be used in this execution another synchronization point each time a process crashes.
model and only an agreement on the set of delivered mesintuitively, such point is provided by theame-view deliv-
sages in each view is needed, allowing the implementationery [4] semantics that implements thtual synchronyex-
of data consistency models more relaxed than the sequentiakcution model. However, both concepts were designed for
one. non-recoverable failure models and are not able to provide

Some kinds of modern secondary storage (e.g., solid-such needed synchronization points in a recoverable system
state disks) can complete the message saving actions in &ince some of the messages delivered to a faulty process are
negligible time. So, PLS can be implemented in modernnot applied nor persisted before its crashing, and as a re-
group communication systems without adding a noticeablesult they are “forgotten”. To solve this, messages should
overhead. This provides a useful basis for developing thebe persisted at delivery time [16] ensuring consistency be-

application recovery protocols. tween the application receiving the messages andre
communication syste(®CS) [4].
KEYWORDS: virtual synchrony, progress condition, re- e propose a new model nampsrsistent logical syn-
covery, fault tolerance.f (Contact author) chrony (PLS) that overcomes these problems and provides

such synchronization points. As a result, all living nodes
know which have been the updates missed by a faulty

1 Introduction replica in a failure interval. Thus, recovery can be imme-
diately started when such replica rejoins the system.
Virtual synchrony[3] is a way for ensuring a logical syn- Most applications use @rimary component membership

chronization in distributed applications based on process[4] régarding partition failures, avoiding progress in win

groups. To this end, broadcast messages are always deliveomponents. If disconnections were frequent, PLS would
ered in the same view to all target processes. allow a partial recovery of minor subgroups that could be

This is enough in therash failure model, since it as- merged before their joining to the primary component. This

sumes that once a process fails it will not recover. If such Would shorten their recovery time.

process is restarted, it rejoins the process group with a new At @ glance, PLS introduces a non-negligible cost in the
identity and its recovery consists in a full state transger, ~ Message delivery steps. But such cost mainly depends on
the way such message saving is done —note that safe reli-

*This work has been partially supported by EU FEDER and Shanis ?‘ble broadcast protocols_need mu]tiple rounds of messages
MICINN under grant TIN2009-14460-C03. Submitted to PDPTA. in order to guarantee their properties and that message IOg'




ging can be completed in the meantime—, and on the net-

To begin with, a GCS is characterized as an 1/0 automa-

work bandwidth/latency and the secondary storage device'ston [13] module based on the following items:

transfer time. For instance, collaborative applicatioms f

laptops have access to slow wireless networks (e.g., up to ® SetsTI(Setof processes) (Set of messages),ZD

54 Mbps for 802.11g, and 248 Mbps with 802.11n wire-
less networks) and could use fast flash memories in order

to save such messages being delivered (e.g., CompactFlash

memory cards have write-throughput up to 360 Mbps). So,

in such cases the overhead will not be high, and it has been

proven elsewhere [5] that in multiple settings no overhead

arises, even when the messages to be saved are large (in the

order of hundreds of KB).

The contributions of this paper can be summarized as
follows. Firstly, we provide a complete PLS specification.
This allows to prove how PLS overcomes the problems that
arise when virtual synchrony is combined with a recover-
able failure model. Secondly, some of those problems have
been overcome in previous works, but such works either do
not eliminate all problems at once or are bound to total-
order message delivery, avoiding the use of faster broadcas
protocols that might be needed by modern highly-scalable
applications [9] or dynamic distributed systems [2].

2 System Model

(Set of view identifiers, totally ordered by theoper-
ator), andy (Set of views. Each view is an element
of VID x 2. Thus, a viewV is the composition of
V.id € VID andV.members € 2').

e Input actions:
— sendp,m), p € II, m € M: Procesyp broad-
casts message.
— crash(p), p € II: Proces9 fails by crashing.
— recovel(p), p € II: Proces® recovers.

e Output actions:

— rec(p,m), p € II, m € M: GCS delivers mes-
sagem to procesy.

— view.chng(p,V),p € I1, V € V: A view change
event, installing view/, is notified to procesg.

— safeprefix(p,m), p € II, m € M: GCS notifies
p that message: is already safe.

Our extensions are focused on the persistency of safe

We assume an asynchronous distributed system consistmessages. Note that modern GCS decouple message de-
ing of a set of processed. Each system process has a |ivery from safety notifications. Thus, in order to imple-

unique identifiep € I1. The state of a process(state(p))
consists of a stable part#(p)) and a volatile partuol(p)).

mentsafe delivery(i.e., a message is not delivery until it
has been received by all its intended destination procgsses

A process may fail and may subsequently recover with its the messages are firstly delivered to their target apptioati

stable storage intact.

without anysafetyguarantee. So, the application may start

Our aim is to provide support for dependable applica- such message processing as soon as the message is opti-

tions. To this end, a GCS is also assumed, provigingal mistically delivered to it, but waiting for the safety notifi
synchronyto the applications built on top of it. Modern cation before completing such processing. This might en-
GCSs are view-oriented; i.e., besides message multigastin hance application performance. This rule is useful in fully
they also manage a group membership service and ensurgeplicated database systems. In these systems, the main is-
that messages are delivered in all system processes in theue is to propagate updates and apply them as soon as they
sameview(set of processes provided as output by the mem-gre received at the replicas. But although such updates are
bership service). applied immediately, they wait for their commitment until

A crash-recoverable failure model is assumed. Addition- their safe notification is also delivered. So, we need tolfeca

ally, we assume that processes do not behave outside theifhe specification of suckafe messagest is the following

specifications when they remain active.

Finally, aprimary component membersHib model is
assumed; i.e., only the component with a majority of nodes
(if any) is allowed to progress in case of a network partition

3 Virtual Synchrony

Chockler et al. [4] provide a complete and general spec-
ification of modern GCSs. We do not quote a complete
specification of all virtual synchrony conditions (they can
be found in [14, Sect. 4]), but only of those that need to be
extended.

(adapted from [4]):

e Proces receives message before message:’ in

view V:

recv_before_in(p,m,m’, V) def F3j (& =

recv(p,m) A t; = recv(p,m’) A viewof(t;) =
viewof(t;) =V Ni < j)

e A messagen received in a view/ is indicated as safe
at procesg:

indicated_safe(p,m, V) def

recv(p,m) A wviewof(t;)) =

Jit; =
V) A Jit; =



safeprefix(p,m) vV 3m’(t; = safeprefix(p,m')A such saving. Indeed, its detailed specification [3] allows
recv_before_in(p,m,m’,V))) that the lastecv(p, m) events executed by a failed process
p in its last view were not actually executed but simply ficti-
tiously added to the resulting history in order to compléte i
stable(m,V) ¥ Vp € Vimembers( Ji,t; = complying thus with thesending-view deliverj4] seman-
recv(p, m)) tics. Moreover, even ip would have received all messages
m Seen by correct processes, there is no guarantee that
e Safe indication propertylf a message is indicated as was able to complete their processing, and its effects dre no
safe, then it is stable in the view in which it is deliv- included inst(p)_ Thus,p’s application-level recovery pro-
ered. Formally: tocol can not consider the transition frovto V;; as the
indicated_safe(p,m,V) = stable(m, V) starting point of such recovery; i.e., such transition duogs
accurately give which have been the latest incoming mes-
Moreover, theeventsn such automaton module are the sages successfully appliedzn
occurrences of those actions specified above. The set of In order to specify this problem, we use a second kind
such events i€vents A schedulen this module is a finite of I/O automaton moduléroc that models a process. Note
or infinite sequence of events. All our axioms and properties that this automaton module can be composed with the GCS
implicitly take a schedule as a parameter, that we omit for one [13]. Thus, the 1/0O automaton module for a process
clarity of presentation. We also omit universal quantitiers p includes as its input actions all output actions of GCS
unbound variables should be understood to be universallyreferring to it (i.e., such output actions arescv(p,m),
guantified for the scope of the entire formula. view_chng(p, V), safe prefix(p, m)) and thecrash(p) and
Virtual synchronyis formally specified as follows: recover(p) actions generated by the environment; as its sin-
) o gle output action it has one that corresponds to the GCS
e Procesy receives message in view V: sendinput action. Moreover, it has the following internal
receives_in(p,m, V) def Ji(t; =recv(p,m) A action:
viewof(t;) = V)

e Messagen is stable in viewV:

_ _ o e processmsg(p,m), p € II, m € M. The process ter-
e Procesg installs viewV in view V': minates the processing of messageand updates both

) ) n def .o st(p) andwol(p), although for the sake of simplicity
g:fé;s(j?(ﬁ "‘;’,)V ) = Filti =view.chng(p, V') A we denote this fact aaffectgm) € st(p).

e Virtual synchrony propertylf processeg andq install In a system resulting from the cpmposition of both mod-
the same new view in the same previous view”, ules,Proc- GCS, the problem outlined above can be spec-
then any message deliveredpdn V' is also delivered  ified as follows:
atginV’.

) 1 ] , ) ) , P-1 In a schedule ofProc - GC'S, if a process crashes,
ms’f‘,‘”&m(n V.V )/ A ms_t“llsjm(q’ v, V/ ) A there may be some delivered messages in its last view
receives_in(p,m, V') = receives_in(q, m, V') whose effects are lasFormally:

We also assume that our system is able to implement ~ 3m : ¢; =recv(p,m) A t; =crash(p) A i < jA ef-

same-view delivergemantics [4]: fectgm) & st(p)

e Same View Deliveryif processe® andq both deliver Note that P-1 is only a problem whenis later able to
messagen, they deliverm in the same view. For- recover from such crash. In such a case, problem P-1 gen-
mally: erates several consequences:

receives_in(p,m,V) A receives_in(q,m,V') = . . .
V=1 (p,m, V) (g,m, V') C-1 The latest running view of a recovering process does

not provide a valid application-level recovery-start
) i synchronization point This starting point determines
4  Dealing with Recovery which was the last processed message in such previ-

ously crashed node.
Processes that may fail and recover either manage some

persistent state or are able to checkpoint their volatdeest This is directly derived from the fact that(p) does not
periodically [7]. So, it is important that recovering pro- hold all the effects suggested by the same-view delivery se-
cesses save persistently all they have been able to executamantics, in case of relying on it to drive the applicationele
before their crash event. Virtual synchrony does not eeforc recovery.



When a primary component membership is used and arecover, generating the next majority viédy,. As a re-
majority of group members crashes, it might be impossible sult, at the end of the schedule two processes are again alive
to recover the last state. For instance, let us assume arsyste but none of them has any record frdfi, so the latest state
composed by three processes, (p2, andps), supportinga  is unrecoverable.
replicated database, and where no transaction is aborted by This can be summarized as an additional consequence
the replication protocol being used. In such scenario, the[6] of problem P-1:
execution of a transaction T consists of the following kinds

of events: C-2 Danger of inconsistent progress in a primary-
component membership systemOnce a primary-
1. send(p,T): Transaction T has been locally executed in component system has blocked due to the lack of a
process; and its updates are broadcast by proggss process majority, the processes joined in order to gen-
to all replicas. erate a new majority are not always able to recover the

) ) last system state.
2. recv(p,T): Procesw; receives transaction T's updates.

Again, this is a direct consequence of problem P-1. If
the updates associated to each received message were al-
ways persisted, the progress consistency would have been
guaranteed; i.e., no update could be lost.

3. processmsg(p,T): Transaction T is committed in pro-
cessp; and, thus, its updates are persisted in the local
database replica.

process_msg (pl,Tb)

5 Some Solutions

process_msg(pl,Ta)

.
1 Vosend(pyTy) w1 1
X .
:

recvp ,Ta) \ .

The Paxos protocol [12] can be used to implement an

Py I 1 . .
. pl)l | atomic broadcast based on consensus. It gives as synchro-

P, —o | eyed nization point the last decision —delivered message— writ-

| o1 | ten —i.e., applied— in gearner. This approach could pro-
Ps b 1) o S $sSover(p o) vide a recovery synchronization point, but it does not over-

3 'a . . . .
! process_msg(p ,.T, ) I ! come C-1 since Paxos does not demand a view-oriented sys-
- Ta . . . .

! el tem. Moreover, as it forces tleeceptorghat participate in

Vo A ! . 'V

the quorum for a consensus instance to persist their vote
—message to order— as previous step to the conclusion
Figure 1. Execution with lost transactions. of such consensus instance —which will imply the deliv-
ery of the message— it can avoid C-2 in a straightforward
In our assumed system, the following schedbile(see way. So, if a learner crashes losing some delivered mes-
Fig. 1) shows how three sequential failures may completely sages, when it reconnects it asks the system to run again the
stop the system in an inconsistent state, and the recovery otonsensus instances subsequent to the last message it had
two processes is not able to maintain the latest state com-applied, relearning then the messages that the system has

mitted before such multi-failure scenario. delivered afterward. But this forces the acceptors to hold
Sy = crash(ps), send(ps, Ta), recv(pr, Ty), recv(ps, Ty,), the decisions adopted for long, till all learners acknogked
process msg(p1,Ts), send(p1,Ty), recv(ps, Tp), the correct processing of the message.

recv(p1, Tp), process-msg(ps, T,), process-msg(p1, Tp), Wiesmann and Schiper [16] analyzed which have been
crash(ps), crash(pi), recover(ps), recover(ps) the regular safety criteria for database replication [10] (

Note that in such schedule, transactidhsandT, were safe 2-safeandvery saf¢, and compared them with the
logically accepted, broadcast, and committed whilst tlse sy safety guarantees provided by current database replicatio
tem still had two active processes (in viédy). The mes- protocols based on atomic broadcast (nargexip-safety
sages that broadcdsj updates were known by both and in their paper). They show that group-safety is not able
p3 but onlyp; was able to commit and persist such updates to comply with a 2-safe criterion, since update reception
in such viewV,,; i.e., it was able to execute its internal ac- does not imply that such updates have been applied to the

tion processmsg(p;,Ty), updating thus itst(p,). Later, database replicas, and C-2 can arise in such systems. As
bothps andp; crashed, but none of such failures generated a result, they propose amnd-to-end atomic broadca#itat
any view allowing progress. Recall that impamary com- is able to guarantee th&asafecriterion (and that, indeed,

ponent membershimodel, we need a majority of alive and overcomes C-2). Such end-to-end atomic broadcast con-
correct processes in order to accept new requests. Othersists in adding aack(m)operation to the interface provided
wise, the system remains stopped. Eventualyand ps by the GCS that should be called by the application once



it has processed and persisted all state updates caused by Our extensions are based on persisting all messages
messagen. This implies that the sequence of steps in an when they are received by the GCS, prior to their delivery

atomically-broadcast message processing should be:

extensions. However, we do not require total-order broad-

to their destination processes. Once processed, theydshoul
be removed from stable storage. In case of failure, per-
1. A-send(m) The message is atomically broadcast by a sisted messages will survive such failure (according to the
sender process. assumptions given in Section 2) and will be redelivered to
the target process prior to its joining to a new system view.
2. A-receive(m) The message is received by each one of  Thus, the following additional items are needed in the
the group-member application processes. In a tradi- specification of a GCS:
tional GCS, this sequence of steps terminates here.  Sets

3. ack(m) Such target application processes use this op- L,: Set of persisted messages for progesSach per-
eration in order to notify the GCS about the termi- sisted messagen, V) is an element of\{ x V. This

nation of the message processing. As a result, all  set s totally ordered by, the order of insertion of its
state updates have been persisted in the target database glements.

replica and the message is considesadcessfully de-

livered[16]. The GCS is compelled to log the message Input actions

in the receiver side until this step is terminated. Thus,

it can receive again such message at recovery time if e recover(p): A boolean flagrecovering, is needed
the receiving process has crashed before acknowledg-  for recording whether processis recovering or not.
ing its successful processing. Its initial value is false, but the effects of thige-
cover(p) action, setrecovering, to true. Finally,

in order to reset such variable, an additional internal
end_recover(p) action is also needed (see below).

We have taken a similar approach in order to define our

cast as the uniqgue message propagation mechanism, and our
solution also needs to overcome C-1. e ack(p,m): Proces® has completely processed mes-

principles able to solve the problems mentioned in our pa-
per. They were also based on message logging. However,

protocols; i.e., their main aim is to ensure the correctness
of such broadcast protocols in partitionable environments

sagem and has already updated #gp) using to this
end the internal actioprocessmsg(p, m) in its au-
tomaton module, and notifies GCS about this comple-

they are presented in the context of total-order broadcast tion.

In the execution of this actioryn, V') is removed from
L,, beingV the view in which such message was

Finally, both [11] and [8] present in their papers some

To this end, as total order requires consensus and consensus  persisted inC,.

does need message logging in order to achieve an efficient

solution when a recoverable model is assumed [1], our pro-Internal actions

posal highly resembles theirs. However, we only need con-

sensus in order to agree on which were the messages deliv- e end.recover(p). This action unsets theecovering,

ered in each view, since we take such point as the basis for
later recovery actions. This relaxes a bit the ordering-guar

antees of the broadcasts being used in our GCS, tolerating
more relaxed consistency models that might be interesting
in current dynamic and scalable applications, as suggested

flag once all persisted messages have been completely
processed and their effects appliedstdp). To this

end, its precondition checks théj has become empty

as a result of the execution atk(p,m) events for each
message previously containeddp.

in some recent proposals [9, 2].

6 Persistent Logical Synchrony

tion model that modifies and extends virtual synchrony with

Output actions

e recv(p,m): This action needs to be extended. Now,
there are two different variants. The first one (lines
7-10) maintains its effects, as described in the specifi-
cation given in Section 3, but it should also persist the

In order to overcome Problem P-1, we propose an execu-

the end-to-end broadcagirinciple from [16]. We refer to
such execution model geersistent logical synchronsince

it adds persistence guarantees in the reception step #nd sti

provides a logical/virtual synchrony in the event exeautio
order in all processes that constitute a given group.

message being delivered to the target process (line 9).
The second one (lines 11-16) manages the delivery of

persisted and non-acknowledged messages in the re-
covery phase. To this end, it should be checked that

the recovering process has installed a valid view.



e view_chng(p,V): Another variant of this output action S, cou(p) = ta = recover(p), t, = view_chng(p, V'), {t. =
is also needed (lines 17-20), in order to set the logi- recv(p, m)}*, t4 = end_recover (p), t. = view_chng(p, V)
cal view in which the recovery is being executed. For
completion, the regulariew_chng(p,V) action is also
shown in lines 21-23. Note that now it is only enabled
whenrecovering is false

Proof. Note that the recovery of a procegsshould start
with actiont,. Such action setsecovering to true and
copiesL,, onto Lcopy,, (lines 2 and 3).
If processp did not hold any message i, theeGCS
. . . internal actionend.recover(p) is the single one enabled
Finally, we assume that when a message is delivered to(see line 5 and note that the execution of line 3 also implies
a process, it is already safe. The I/O automaton modulethathopyp — (), and this implies that no event of class

resultlr(;gdfrgg SallltheSﬁ exte_nsl,zlpns W2'” :e namﬁdl CfS h nort. will be executed. Execution @hnd.recover(p) leads
(exten_e ). Itis shown in Figure 2. As aresulto t eseimmediately to the execution of, terminating such recov-
extensions,Proc needs also to be extended (generating aery

new modulee Proc) with a newack(p,m) output action, in
order to be compatible withGC'S for composing both 1/0
automaton modules.

Otherwise, as a result of the first recovery action, and
due to how views are managed in a@'C'S, the view of
p at that moment is undefined (i.eL). In L, a process
may only acceptiew_chng(p,V) or crash(p) events, but no

1 recover(p): .

2 off E(fzcovmngp — true s_er_u_ip,m) _norreC\{(p,m) ones. So, we are fo_rced to m_stall a
3: Leopyp — Ly fictitious view V"’ (indeed, the last working view @f) using

4:  endrecover(p): the actionview_chng(p,V) shown in lines 17-20. This is
2 © Pre=recoveringy = true A Leopyp =0 A Ly =10 the single action enabled in th€CS automaton module

: eff = recovering, «— false .

7: |’ec\/(p7 m): at that t|me

8: pre = recovering, = false As a result,recv(p,m) (lines 11-16) gets enabled, and
1‘31. eff EDﬁIp —Lpu {<micurfentv'ev“p>} this explains the existence of multiplg actions in sched-
11. recv(p :1;\:“” messagen lop ule Sccon(p).- Such actions correspond to the delivery of
12: pre = recovering, = true A (m, ) € LcopyyA all messages contained f),. Each timep receives one of
13: currentview, 71 such messages(=C'S removes the message frabaopy,,
14:  eff=(m, V) — min(Lcopyp) and Proc of p will internally execute itprocessmsg(p,m)
15: Deliver messagen to p i datina thus itst d leadi later to th

16 Leopyp — Leopyy — {(m, V)} action, updating thus i (p), and leading later to the exe-
17: view_chng(p, V): cution ofack(p,m) that removes such messagdrom L,,.

18: pre = recovering, = true A\ currentview, =L ALp # 0 So, eventually, botlf,, and Lcopy, become empty.
;gf eff iéﬁ’é’n‘ivge“ ﬁ”“/(,LCOpyP) At that time, end_recover(p) is enabled (see line 5),
21:  view.chng(p, V):% and this explains th_e Iogation of evenf in Srecov(p)-
22: pre = recovering, = false As a result, recovering is set to false and a regular
23: eff = currentview, — V' view_chng(p,V) is executed, installing the first regular new
24 ac"(p’_m)' view once the recovery is terminated. This completes the
25: eff =L, — L, — {(m,*)} prOOf

O
Figure 2. eGCS actions needed in the recov-

ery tasks. This ensures that all messages logically delivereg to

before it crashed will be actually delivered in the GCS-
managed recovery steps. This does not completeecov-
ery but provides a useful frame for designing its appligatio
level recovery actions. Such latter recovery consists only
in transferring tgp a compacted version of all updates that
were missed in the interval it remained crashed.

In order to formally prove that PLS avoids problem P-
1 (and its two consequences) we only need to show that
once a message is received by a progedts effects will be
eventually applied ist(p) following the message delivery

The following lemma is respected by all vakd:C'S -
eProc schedules:

Lemma 1. Once theecover (p) action is executed, all per-
sisted messages —if any— are delivered to and processed by
before actionend_recover(p) is executed. Latep receives
the first new regularview_chng(p,V) action after its recov-

ery. )
This implies that a valid schedul...,, , dealing with order. Formally:

a GCS-relatedp’s recovery (leading to the installation of Theorem 1. In an eGCS - eProc system:

such first new regular view’) consists of the following se- ¢; = crash(p) A t; = recv(p,m) A

guence of actions: t;, =end_recover(p) A i < j < k = effectgm) € st(p).



Proof. Let us prove this by contradiction. To this end, letus and it does not compel any concrete delivery order. This

assume that when: (&) = recv(p, m), (b) t; = crash(p), converts PLS into a valid framework when virtual syn-

(c) t,, = end.recover(p), and (d)i < j < k are all held, chrony should be combined with relaxed replica consisten-

theneffect$m) ¢ st(p); i.e., Problem P-1 arises. cies in modern highly-scalable and dynamic distributed ap-
This consequence may only happen whgmo- plications.

cessmsg(p, m) action is not executed. Two cases explain

such situation: References

1. Norecv(p, m) action was executed. This is already a
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2. Action recv(p,m) was executed by the GCS, but 2]
processmsg(p, m) was not completed in it$roc’s

recv(p, m) counterpart. In such casé&C'S's action tems. In25th IEEE Symp. on Rel. Dist. Sys. (SROByes
recv(p, m) ensures thatm, V') € L£,. Moreover, due 165-174, Leeds, UK, 2006.

to Lemma 1 if arend.recover(p) action was executed, [3] K. P. Birman. Virtual synchrony model. In K. P. Birman
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