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Abstract

Prioritized atomic multicast is a variant of the well-known atomic multicast leralthat consists
in delivering messages according to the total order guarantee whileirensoat the priorities of the
messages are considered, this is, messages with higher prioritiediaeeedefirst. That service can be
used in multiple applications. This paper shows that prioritized atomic mulficaticols may reduce
the transaction abort rates in applications that use a replicated databgesa.sguch reduction depends
on the message sending rate.

1 Introduction

An atomic multicastmessage delivery protocol, also knowntatl order protocol is a basic group com-
munication building block that can be used to design anddlroimplex distributed applications. Such a
protocol enables an application to send messages to a setle$ such that they are delivered in the same
order by each node. Atomic multicast has been studied foert@n thirty years, during which a large
amount of results has been produced [2, 3]. Some of theseaenffer an additional feature that enables
users to prioritize the delivery of certain messages ouvegrst[15, 14, 13].

Our research group has also produced some results [8, 10, B] telated to prioritized atomic multi-
cast, that are briefly described in Section 2. Specificallj10] an experimental study shows the effective-
ness of theprioritization techniquegroposed in [8], reducing the abort rates of transactiomsgserved
by a replicated database system whose schema had diffetegtiiy constraints. To this end, our system
prioritized the delivery of writesets belonging to trarnsars that do not violate such constraints. In this
paper a complementary experimental study is performedatyzathe impact that the sending rate has on
thebehaviorof the prioritization techniques.

The rest of the paper is structured as follows. Section Z2veviour previous work regarding prioriti-
zation. Section 3 describes the system model being assugesdion 4 presents the experimental study
that has been performed to analyze the impact the sendiachaatin the evaluation of the application
constraints. The paper is concluded in Section 5.

2 Prioritized Atomic Multicast

Starting from the review of total order protocols given if, [Several ways tdransforma regular atomic
multicast protocol into grioritized one were identified in [8]. This generated a basic sqtrmfritization
techniques



An analysis of the effectiveness of these techniques wangiv[10]. That paper shows that a priori-
tized atomic multicast protocol may reduce the overallgeation abort rate when the underlying database
manages integrity constraints. To this end, a proper assgnhof the priorities of the messages that prop-
agate the transaction writesets can minimize the numbeangactions that violate those constraints.

A second experimental study was presented in [9], assehsingxpensivahese techniques are. To
this end, different regular total order protocols and theiresponding prioritized versions were compared,
measuring the overhead imposed by these techniques in térprecessor time and main memory. The
results showed that prioritization techniques do not ineignificant overheads.

Finally, a switching infrastructure was designed [11] andleated [7], allowing the dynamic (i.e.,
at run-time) exchange of total-order multicast protocelsher prioritized or not). Thus, an application
may choose at any time which is the most appropriate protode¢ used according to the current system
state (amount of concurrent senders, sending rate, taetje¢y time, ...). The study also proved that the
switching mechanism does not block nor slow down the flow césages delivered to the application.

3 System Model

The system considered is composed of a set of physical nbesch node, a process is run. Processes
communicate through message passing by meansfaif ossy channeli.e., a channel that may lose
some messages, but not all the messages; moreover, it dogdoce new spurious messages, does not
duplicate messages, and does not change their contents).

Each node has a multilayer structure. The user level is septed by a distributed client application
that uses the services offered by a group communicatioersy§ECS), that is composed of one or more
group communication protocols (GCP). The GCP providingretanulticast is placed on top of a reliable
message transport.

The system is partially synchronous [4]. Although sevegdirdtions exist on partial synchrony, it
is considered that on the one hand, processes run on diffengsical nodes and the drift between two
different processors is not known. On the other hand, the tigseded to transmit a message from one node
to another is bounded but the bound is not known. In practimesystem does not need more synchrony
than that offered by a conventional network which offersasomably bounded message delivery time.

Processes can fail due to several reasons (for instancewaia failures, software bugs or human
misoperation). Processes are also subject to networkdailihat keep them from sending or receiving
messages. Network partitions may also occur. Neverthesiisse this work focuses on prioritization
techniques, these issues will not be addressed here siiociization is unrelated to fault managing. An
implementation of these techniques may rely on some mesiman{like failure detectors, membership
services, message stability criteria, etc.) regularhdusethe GCS in order to deal with failures.

4 Experimental Study

This section presents the experimental work that has beea itoorder to analyze the impact the send-
ing rate has on the evaluation of the application conssaifirst, the testbed, the parameters and the
methodology are described. Then, the results are explained

4.1 Testbed

The study uses a test application that relies on the sergicadotal order protocol which uses a reliable
transport layer that was implemented on top of the JBossyNeR.4 networking library [5]. Netty is
a library that offers asynchronous event-driven abswastifor using 1/0 resources. Netty allowed us
to build a reliable, stream oriented, TCP-like messagespart layer used by the group communication
protocols to unicast and broadcast messages.

The experiments have been conducted in a system of four magttean Intel Pentium D 925 processor
at 3.0 GHz and 2 GB of RAM, running Debian GNU/Linux 4.0 and @K 1.5.0. The nodes are con-



nected by means of a 22-port 100/1000Mbps DLINK DGS-11224iich that keeps the nodes isolated
from any other node, so no other network traffic can influeheeésults.

4.2 Test Application

The Bal anceTest 2 test application being used for these tests is very similghé Bal anceTest
application developed in [10]. It simulates a system thafpkarack of the overall amount of money being
processed by all investment brokers of a stock trade emgerpEach broker runs its own instance of the
application, operating on the stock exchange on behalfeoftock owners and a potentially large number
of investors.

When a broker performs some operation, the application atteta apply the requested updates to the
global balance. If the operation implies the purchase ofeshahe application checks whether it can be
performed, considering the price of the purchase and threruglobal balance. The application rejects an
operation when the price of the purchase exceeds the glatmide.

As there are several brokers working at various sites bugimijselling shares concurrently, the global
balance is incessantly updated. In order to ensure thautinert value of the global balance is consistent
among all nodes of the application, a total order protocakieded. It is used by all nodes to multicast the
updates so that all brokers see the same sequence of opsraio apply the same sequence of updates to
the global balance. That way, consistency among all nodeacit moment is achieved.

Each node creates and broadcasts a number of messagesheaapr@senting a stock trading op-
eration that may update the current balance. Each updaiesan integer value. Positive and negative
values represent selling and buying operations of stockrigarespectively. The values range from -1500
to 1000. The actual value assigned to each message is gahataandom.

All messages are multicast to all nodes using a total ordsopol, so all messages are delivered by
all nodes in the same order. Nodes apply messages in thaieigebrder. To apply a message means to
update the local copy of the global balance, as kept by eadf.no

Each message carries a second integer value which repéteptiority. In real-life stock trading,
these priorities are determined by considering a large murob factors, such as the market situation,
recent evolutions of shares, some long-term trends, riakyaes, expected benefits, etc. To simplify the
test process, the priority of each operation is uniquelgmeined by its type (purchase or sale), as follows.
Given the valuey of an operation, its priority is computed ag = 1000 — v. Thus, a sale update of the
global balance with a value of 1000 obtains the priority ea) and a purchase update with a value of -
1500 obtains priority 2500. Since priority management erttodified total order protocols is implemented
according to dower value = higher priorityrule, the priority of the first update is higher than that af th
second one. So, positive updates (from sales) are prieditxer negative updates (from purchases).

This system implemented an integrity constraint for didtay updates that would overdraw the bal-
ance. For each negative update request, the presumptivieahemce is computed. Ifitis greater or equal to
zero, then the update is applied. Otherwise, the updatadésudied. Thus, the global balance is prevented
from ever being in the red.

4.3 Test Methodology

The expected behavior of&al anceTest 2 execution is different for the conventional and the pripeitl
protocol versions. For the former, the nodes apply apprateéiy 2/5 of positive (sale) updates and 3/5 of
negative (purchase) updates. For the latter (prioritized¥ion, positive updates (i.e., sales transactions)
are prioritized, as already stated. This means that thexbalis more likely to increase than to decrease,
thus less purchase transactions will be discarded.

To test the proposed prioritization techniques, diffegotocols are compared. For each protocol, the
sending rate at which each node broadcasts messages o earigiscussed in Section 4.4. For each case,
Bal anceTest 2 is executed, recording the number of updates each nodedigstarhen, the percentage
of messages that a node has discarded is computed.

For obtaining reliable results, each executionBall anceTest 2 has been repeated a statistically
relevant number of times; i.e., until the standard deviati@s lower than 1.5% of the mean.



4.4 Parameters

This section describes the values of the test parameterst, &igroup offixed parameters is presented,
whose values are the same for all tests, and then a grougriable parameters.

EachBal anceTest 2 instance is run in a physical node. Each instance creategugisee of mes-
sages, as described above, and sends them by a rate thastantaturing all the test. Each instance is
configured to receive 10000 messages. Each message is taitjyadriority value ranging between -1500
and 1000, as explained above. The initial balance valud i® €

The variable parameters are the protocol type and the sgratie.

Three non-prioritized total order protocols and a priadtl version for each have been compared. The
UB protocol is an implementation of the UB sequencer-based totler algorithm proposed by [6]. UB
stands folUnicast-BroadcastThe TR protocol implements a token ring-based algorithm, ingpingto the
ones of [12] and [1]. Finally, th€H protocol is an implementation of the causal history aldgonitfrom
[3]. The corresponding prioritized versions &B_PRIO, TR PRIOandCH_PRIO.

These tests have been executed using different sendirgg #Qg60, 80, 120 and 140 messages sent
per second and per node.

45 Results

For each set of executions of a test with a given protocol andisg rate, a mean percentage of discarded
messages and the standard deviatibthose percentagese collected.

Themean percentagesre shown in Figure 1 and depicted in Figure 2 whilegtendard deviation of
the percentageis shown in Figure 3.

UB | UB.PRIO| TR | TRPRIO| CH | CH.PRIO
40 | 25.93 25.80 26.21 26.45 26.41 26.07
60 | 25.78 25.34 26.06 25.89 25.67 25.30
80 | 25.72 24.93 25.94 25.73 25.89 25.15
120 | 25.56 24.65 25.73 24.90 25.87 25.17
140 | 25.85 24.28 25.61 24.60 25.95 24.56

Figure 1: Percentages of discarded messages (means)

4.6 Discussion

The results presented in Figures 1, 2 and 3 show that thergeratie has an impact on the evaluation of
the integrity constraints defined in the test application.

At a glance, it can be seen that the percentage of discardegages decreases as the sending rate
increases. When the sending rate is low, all the protocoldatahorder the messages very quickly. For
instance, inUB andUB_PRIQ, the incoming messages are received by the sequencer amehsed im-
mediately. This means th&tB_PRIO has no chance to reorder the incoming messages accordihgito t
priorities. A similar situation happens ifR PRIO and CH_PRIQO. As the sending rate increases, more
and more messages are queued inimlcemingdata structures and the prioritized protocols have a higher
chance to reorder messages. This means that positive upéasages have the chance to advance other
negative update messages and therefore, the shared bhseehigher chance to have a value able to
accept such negative updates when they are finally delivered

5 Conclusion

In distributed systems that use replicated databases vihigrity constraints are defined, prioritized
atomic multicast protocols may be used in ortiereduce the transaction abort rateThe experimen-
tal study performed in [10] showed that this goal is feasible



26.5

26

25.5

25

Percentage of discarded messages

24.5

CI:H_PRIO —o—
40 60 80 100 120 140
Sending rate (msg/s and node)

24

Figure 2: Percentages of discarded messages (means)

UB | UB.PRIO| TR | TR.PRIO | CH | CH.PRIO
40 | 0.23 0.36 0.36 0.19 0.39 0.39
60 | 0.22 0.28 0.21 0.35 0.13 0.21
80 | 0.06 0.24 0.25 0.21 0.21 0.09
120 | 0.10 0.30 0.11 0.21 0.22 0.16
140 | 0.22 0.21 0.13 0.17 0.32 0.32

Figure 3: Percentages of discarded messages (standaaticles)

The reordering achieved by these prioritization protostisngly depends on the overall length of the
message queue being used by the prioritizing componentchf gotocols. That length directly depends
on the message sending rate being supported. The resusisnped in this paper have shown that an
improvement of 5% is achievable (abort rate values of 0.26®.245) at 560 msg/sec when the non-
prioritized and prioritized variants are compared. Not firioritization does not introduce any advantage
at low sending rates (i.e., with global values below 40 neg)/aind that this 5% improvement is a direct
consequence of the higher sending rates and their effedteeaeordering queue length.

At low sending rates other complementary approaches amedei@ order to guarantee a minimal
length in the reordering queue being used by the prioriziomponent of the atomic multicast protocol.
One option is to temporarily block message broadcastini tinet sending queue is large enough (in the
privilege-based or sequencer-based multicast protoool) temporarily block delivery in the receiving
gueue (in the causal-history protocols), but such appesme¥ill increase the message propagation and
delivery time being perceived by the application users.
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