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Abstract

Early replicated distributed database systems were strongly concerned about consistency, commonly
defined as one-copy serializability. A database spread over multiple sites must behave as a unique node,
and the result of concurrent transactions must be equivalent to that of a serial execution of the same set
of transactions. In order to ensure such consistency guarantees, concurrency was managed by distributed
locking and atomic commit protocols controlled transaction termination. Such systems, however, suf-
fered from low performance and poor scalability due to the high cost of the protocols in use. Research
focused then on improving performance and scalability while trying to maintain the correctness criterion
of one-copy serializability. Atomic broadcast was proposed as a better alternative to atomic commit pro-
tocols, and transactions were locally executed before being broadcast to the rest of replicas. Outstanding
performance improvements were achieved. But, against what was initially asserted, correctness guar-
antees were subtly but significantly modified. This paper carefully analyzes both solutions and states the
different guarantees they provide by establishing a correspondence with memory consistency models as
defined in the scope of distributed shared memory.

1 Introduction

Distributed and replicated database systems appeared in order to provide a higher level of availability
and fault tolerance than existing centralized databases, while ensuring a strong consistency level between
replicas. Bernstein et al. defined one-copy serializability (1SR) [6] as a correctness criterion. According
to it, the interleaved execution of clients’ transactions must be equivalent to a serial execution of those
transactions on a stand-alone (non replicated) database. 1SR turned immediately to be the most common
correctness criterion for database replication protocols. In order to ensure such guarantees, a conservative
approach inherited from distributed database systems was followed. Thus, write operations had to acquire
write locks in all data item copies prior to update the local copy. This concurrency control based on
distributed locking strongly affected performance, as each write operation must be preceded by a round of
messages requesting the corresponding lock in every replica. Moreover, in order to guarantee transaction
atomicity, an atomic commit protocol was run for transaction termination. In such protocols, several rounds
of messages were required in order to reach a consensus among all participating sites for each transaction
commitment, which further penalized performance and scalability.

Later database replication systems introduced several optimizations, possible thanks to full replication,
trying to provide correct, i.e. 1SR, replication at a reasonable cost. According to the deferred update
replication model (as used in the distributed certification scheme of [22] or in the distributed optimistic two-
phase locking, O2PL, of [7]), transactions were processed locally at one server and, at commit time, were



forwarded to the rest of system nodes for validation. This optimization allowed to save communication
costs as synchronization with other nodes was only done at transaction termination during the atomic
commit protocol. Another important optimization consisted in using atomic broadcast as a substitute for
atomic commit protocols [19]. Atomic broadcast is a communication primitive that enables to send a
message to a group of nodes, with the guarantee that all nodes agree on the set of messages delivered and
on the order according to which those messages are delivered. The order of atomic broadcast was then used
as a serialization order for achieving 1SR.

According to the theoretical definition of 1SR [6], replication protocols based on atomic commit and
those based on atomic broadcast provided the same correctness criterion. However, carefully analyzing the
behavior of the implemented systems, some differences can be observed. In this paper, we demonstrate that
the provided guarantees significantly changed when atomic commit protocols were replaced by termination
protocols based on atomic broadcast. To this end, two representative database replication systems are
analyzed through a case study to reveal the differences between them. We further establish correspondences
between memory consistency models used in distributed shared memory (DSM), and replica consistency
enforced by database replication protocols.

The rest of the paper is structured as follows. Section 2 details the assumed system model and provides
basic definitions. Section 3 states the ambiguity of the term one-copy equivalence, by showing impor-
tant differences in consistency between two systems providing 1SR. Section 4 presents and compares two
memory consistency models used in the scope of DSM, for later establishing, in Sect. 5, a correspondence
between these models and replica consistency levels ensured in database replication systems. Section 6
suggests that an atomic consistency level is bearable in a transactional context, while it is generally dis-
carded for DSM due to its cost. Finally Sect. 7 concludes the paper.

2 System Model and Definitions

The replication systems analyzed in this paper consider an asynchronous distributed system composed of
database servers, called replicas, Ry, Ro, ..., R,, and clients. Communication between components is
based on message passing. Servers can also communicate through atomic broadcast, described below.

Replicas fail independently by crashing (Byzantine failures are not considered). Sites may eventually
recover after a crash. A site is correct if it never crashes, otherwise it is faulty.

Each server stores a full copy of the database!. The database workload is composed of transactions,
Ty,T5, ... Transactions are sequences of read and write operations followed by a commit or an abort
operation, and maintain the ACID properties as defined in [12]: atomicity?, consistency, isolation and
durability. Transactions of the same client session are submitted sequentially, but may be addressed to
different replicas. Transactions are locally executed under the serializable isolation level [4], according to
strict two-phase locking (2PL) [6].

To ensure consistent termination of distributed transactions, database systems have traditionally re-
sorted to an atomic commit protocol, where each transaction participant starts by voting yes or no and each
site reaches the same decision about the outcome of the current transaction: commit or abort. To support
failures, a non-blocking atomic commit protocol (NB-AC) [6, 23] must be used. In these protocols, each
participant reaches a decision despite the failure of other participants. A NB-AC protocol fulfills the fol-
lowing properties. (a) Agreement: no two participants decide different outcomes. (b) Termination: every
correct participant eventually decides. (c) Validity: if a participant decides commit, then all participants
have voted yes. (d) Non-triviality: if all participants vote yes, and no participant fails, then every correct
participant eventually decides commit.

Atomic broadcast is a group communication abstraction used by replicas to communicate. Atomic
broadcast is defined by the primitives broadcast(m) and deliver(m), and satisfies the following properties
[11]. (a) Validity: if a correct site broadcasts a message m, then it eventually delivers m. (b) Agreement:
if a correct site delivers a message m, then every correct site eventually delivers m. (c) Integrity: for every

"Bernstein and Goodman [5, 6] did not require full replication, as their system was aimed at distributed databases with some
degree of replication.
2In this context, atomicity is a synonym of indivisibility.



message m, every site delivers m at most once, and only if m was previously broadcast. (d) Total Order: if
two correct sites deliver two messages m and m’, then they do so in the same order.

3 1-Copy Serializability: an Ambiguous Term

In many cases, implemented systems are quite more restrictive than the correctness models they follow.
Situations that would be allowed by the model are rejected in the real system, or they are simply not
possible due to implementation issues. This mismatching is usually due to pragmatic considerations, as an
exact model reflection would increment the system complexity. Although correctness is never impaired,
other aspects such as performance, concurrency or scalability are negatively affected.

When Bernstein and Goodman proposed their protocol [5] for concurrency control in replicated dis-
tributed databases, they were following the one-copy serializability criterion. The atomic commit protocol
used for transaction termination, two-phase commit (2PC), ensured that all replicas agreed on the set of
committed transactions and a serializable history was guaranteed. However, due to distributed locking and
atomic commit, replicas did not only commit the same sequence of transactions but did it in such a way that
any new issued transaction was able to see all the changes performed by previous transactions, with inde-
pendence of the replica where this new transaction was executed. That is, the system nodes were behaving
as a one-copy database in that any copy of a written data item was updated before any subsequent access
to that copy was allowed: a transaction 7" always got the most recent vision of the database, as created
by the last transaction executed in the system immediately before 7'. Let’s consider an simple example to
illustrate this feature.

Example 1. Distributed locking and two-phase commit A client starts transaction 7} at replica ;. The
database contains data item x with an initial value xo. T} requests write access to x, which requires that a
write lock is acquired at each replica, as stated by the distributed locking concurrency control. After getting
all the locks, 77 modifies the value of z and finishes. During the atomic commit protocol all replicas agree
on the commitment, so 77 can commit, the new value x; can be assigned to x, and the write lock on x can
be released. After T’s commitment, the same client starts a second transaction 75 that reads x. If 15 is
also started in replica Rq, where value x; is already available, 75 will read it and finish. But suppose that
T5 is run at replica Ro. Suppose also that this node is slower and it did not yet apply the new value to data
item z, so it still has value x(. 15 tries to read x, so a read lock is requested. As the item is not yet updated,
the write lock granted to 77 still holds, and 7% must wait. Once Ry applies 77 s update, the write lock is
released and 75 is able to read value 1, as expected, and commit. Note that Ry was not updated when 7%
started, but distributed locks prevented 75 from accessing an outdated value.

The observed behavior (transactions getting the last value of all database items) is not required by the
1SR correctness criterion (which only states that the effect of transactions must be equivalent to that of a
serial order), but it is a consequence of the techniques used in the system implementation. However, these
same techniques made those earlier systems slow and barely scalable.

Pedone et al. [19] proposed the substitution of the atomic commit protocol by a termination protocol
based on atomic broadcast that performs the deferred update propagation [7, 22]. These improvements al-
lowed to boost performance and scalability while correctness criterion was claimed to be one-copy serializ-
ability as traditionally defined. However, a significant difference with regard to Bernstein’s implementation
was introduced. Let’s analyze the new behavior.

Example 2. Deferred update propagation and atomic broadcast The client starts transaction 773 in rep-
lica IRy, where it updates the local copy of data item z, after acquiring the local write lock. At transaction
termination, the deferred update propagation is done and thus the writeset, i.e. data item x and the updated
value x1, is broadcast to all replicas. A deterministic certification process is run independently at each
replica before writeset application. If certification is successful, replica R; commits 7 and the client
immediately starts a new transaction 75 for reading the updated item. But this new transaction is addressed
to replica Ry. If Ry has not yet started to apply 73 ’s writeset, data item z is not locked (assume there
are no other transactions running) and 75 is able to access x without waiting. But the accessed version xg
corresponds to the last locally committed transaction that updated that item, and not to the last globally



certified transaction in the system. So 75 gets an unexpected value and the client is not able to see the
writes made by her previous transaction, which would not have been so if 75 had executed at replica R;.
Nevertheless, 1SR is guaranteed: the effect of transactions is equivalent to that of the serial order 15, T7.
The fact that 77 precedes 75 in real-time is not considered at 1SR. However, the client reads an outdated
value, which clearly is not what she expected.

The difference between both systems lies in the distinct replica consistency maintained. While in
the first system distributed locks prevent transactions from accessing outdated values, in the second one
different values for the same data item are accessible at the same time at different replicas in the system. If
these two systems ensure 1SR, it is because replica consistency was not considered in correctness criteria
for database replication. This fact is interesting, as a similar concept was already defined and studied in the
scope of distributed shared memory, surveyed in multiple papers [1, 16, 24].

4 Consistency Models in Distributed Shared Memory

Memory consistency models represent the way on which memories from different sites are synchronized
in order to conform a distributed shared memory. The higher the level of consistency, the higher the
synchronization and the fewer the divergences on values. According to Mosberger [16], the strictest level
of consistency, atomic consistency [14] (a.k.a. linearizability [13]) considers that operations take effect
inside an operation interval. Operation intervals are non overlapping, consecutive time slots. Several
operations can be executed in the same slot; read operations take effect at read-begin time while write
operations take effect at write-end time. Thus, read operations see the effects of all write operations of the
previous slot but not those of the same slot.

Despite the simplicity of the idea and the easiness of application design, atomic consistency is often
discarded due to the high associated cost that renders it impractical [24, 25]. Consequently, a more relaxed
model is used in practice as the common correctness criterion: sequential consistency [15]. In a sequentially
consistent system, all processes agree on the order of observed effects. According to Lamport [15], the
result of any execution is the same as if the operations of all the processors were executed in some sequential
order, and the operations of each individual processor appear in this sequence in the order specified by its
program.

One of the key differences between these two consistency models is the old-new inversion between
read operations [2]. Such issue may only arise in the sequential model. It consists in the following: once
a process p writes a value v,, onto a variable z whose previous value was v,,, another process 7 is able to
read v,, while later a second reader 75 reads v,. Note that this is sequentially consistent since 7o is still able
to read afterwards value v,,, according to the total order associated with sequential consistency. However,
such scenario violates atomic consistency since r2’s read has been made once the slot given to value v,
was already started and all reads in such slot should return value v,, (instead of v,,). This old-new inversion
is exactly the situation arisen in previous Ex. 2.

5 Correspondence Between Memory Consistency Models and Data-
base Replica Consistency

According to [10], one-copy equivalence can be guaranteed when all processes see all memory-related
events in the same order. This implies that the DSM consistency models able to achieve one-copy equiva-
lence are both the sequential and the atomic/linearizable ones. Following such trend, Mosberger [16] states
that the one-copy serializability concept as defined by Bernstein et al. [6] is equivalent to sequential consis-
tency (although, as previously demonstrated, the implementation of 1SR proposed in [5] actually provides
atomic consistency). On the other hand, authors of [9] distinguish between strong consistency (which is
explicitly associated to the atomic DSM model and mentioned as a synonym of one-copy equivalence) and
weak consistency (where sequential consistency is included). As it can be seen, no agreement on the exact
level of replica consistency needed to achieve one-copy equivalence exists nowadays.



Although memory consistency models only consider individual operations (writes and reads over vari-
ables in memory), a correspondence to a transactional environment can be easily established. Indeed, the
concept of transaction matches very well the concept of operation interval. As explained in [9], a trans-
action 7" can be considered as a macro-operation from the DSM point of view, where all read operations
can be logically moved at 7"s starting point (as read versions correspond to those available when the trans-
action started), and all write operations logically moved to 7”s termination point (when the transaction
commits and its updates are visible for other transactions). Although transactions have been widely used in
distributed systems, very few works have considered the DSM consistency model resulting from database
replication protocols, being [9] one of such few exceptions.

From this new point of view, a database system featuring atomic consistency between replicas commits
every transaction in such a way that its updates are applied in all sites at the same fransaction interval,
and all transactions issued in the next interval are able to see those updates. Transaction intervals start and
end at the same logical time in all replicas, but not necessarily at the same real time. On the other hand,
with sequential consistency, replicas go through the same sequence of database states but their transaction
intervals are not guaranteed to start and end at the same logical time and so old-new inversion between read
operations may arise. According to this, the replication system proposed by Bernstein and Goodman [5]
provides atomic consistency, while in that presented by Pedone et al. [19] replica consistency is weakened
from the atomic to the sequential level.
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a. Atomic consistency b. Sequential consistency

Figure 1: Transaction intervals for Ex. 1 and 2. In the atomic consistency example, 75’s transaction interval
does not start until that of 7} finishes. With sequential consistency, transaction intervals may swap.

In Fig. 1, a visual representation of the transaction intervals for the analyzed examples is depicted.
Vertical dotted lines represent real time at each replica, increasing downwards. In the atomically consistent
system (Fig. 1a), transaction 7} defines transaction interval 7'I1 in its delegate replica ;. When it requests
a distributed write lock for item x, transaction interval T'I1 starts at the other replicas. Once atomic
commit reaches consensus, replicas may apply the updates, but there is no real time restriction for doing
so. This way, transaction intervals may last differently. When the same client starts transaction 75 after
T1’s completion, the correspondent transaction interval 7'72 is not started at replica Ry until 771 finishes.
This ensures that all changes performed during 711 are visible in T'12. Note that if 75 were executed at
Ry, T'12 could have started immediately after 7'/1’s completion in that replica, which corresponds to an
earlier real time than in Ry (but to the same logical point). Note also that 75 has no transaction interval
at I?;, as it is a read-only transaction. On the other hand, in the sequentially consistent system (Fig. 1b),
transaction interval 7'/1 is not started at Ry until this replica launches the application of T7’s writeset,
which may occur after an arbitrarily long time after 77’s completion at its delegate replica. Due to this,
when client starts transaction 75 at R, the corresponding transaction interval may be swapped before 77 ’s
one, which prevents 75 from reading the updated value.

Given that almost all existing protocols apply the set of update transactions in FIFO total order in all the
replicas, they can be immediately tagged as sequentially consistent. Some of them are also able to avoid
the old-new inversion for read accesses, and in that case they can be classified as atomically consistent



[3]. It is important to note that a deferred update replication model does not always mean a weak level of
consistency, as several kinds of modern replication protocols, such as [18] and the strong 1SR of [27], have
provided the same consistency level as in [5] (one-copy serializability with atomic consistency) relying on
a sequential consistency model between replicas and adding several restrictions to transaction processing
in order to avoid the old-new inversion. As the observable result from the point of view of the client is that
of an atomic consistency model, we say that those systems are atomically consistent.

As a consequence of unwittingly but persistently ignoring replica consistency when characterizing
database replication systems, what should be considered different correctness criteria are identified as the
same criterion: one-copy serializability. This leads to ambiguity and unfairness when comparing different
replication systems. The solution to this problem starts from refining the definition of correctness criteria,
explicitly stating the two different kinds of consistency encompassed in a database replication system:
the one being provided by the concurrency control mechanisms, able to ensure some transaction isolation
level, and the other related to replica consistency. Our group already raised this topic when authors of
[17], focusing on systems providing snapshot isolation (more popular than those providing serializability),
reported the different names used in literature for referring to the same correctness criteria and proposed
the replacement of the old ambiguous nomenclature for a new one, where it is explicitly denoted if the
system is atomically or sequentially consistent.

6 Atomic Consistency in Transactional Contexts

Although it is true that maintaining strong consistency levels for individual operations is costly, the fact of
using transactions that group arbitrarily large sets of operations into one unit of execution allows to reduce
costs, thus making atomic consistency bearable in a transactional context. With transactions, synchroniza-
tion between sites must be done only once for the full set of write operations included in a transaction. This
writeset can be thus regarded as a macro write operation, as opposite to multiple individual write opera-
tions. The performance gains achieved by this grouping allow the usage of group communication systems
that in turn allow to simplify algorithm designs and failure management (not considered in distributed
shared memory in order to avoid even heavier models).

Transferring the concept of transaction into traditional memory consistency models makes it possible
to provide the strongest level of consistency in database replication systems at a reasonable cost. Examples
of database replication systems providing 1SR with atomic consistency can be found in [18, 20, 27].

Other existing systems also provide atomic consistency but increase performance by reducing transac-
tion isolation from serializability to snapshot isolation (SI), which is enough for multiple database applica-
tions [8, 21].

7 Conclusions

Early database replication systems based on distributed locking and atomic commit protocols were defined
as guaranteeing one-copy serializability [6], where the interleaved execution of transactions is equivalent
to a serial execution of the same set of transactions on a one-copy —non replicated— database.

Later, performance-improved systems appeared, where distributed locking and atomic commit were
substituted with deferred update propagation and atomic broadcast while maintaining the same correctness
criterion of one-copy serializability. Although the theoretical definition of the criterion was the same, the
consistency among replicas was actually different from that of the earlier systems. One-copy equivalence
became then an ambiguous term but, up to our knowledge, such fact has not been stated nor justified yet,
since these variations have been accepted under the one-copy equivalence umbrella’.

This ambiguity stems from the fact of not considering replica consistency when defining correctness
criteria for database replication systems. Memory consistency models can be borrowed from the distributed
shared memory scope in order to clearly state the features of each system. Thus, although both system types
provide one-copy serializability as defined in [6], systems based on distributed locking and atomic commit

3 Although the consistency level provided by recent systems has been branded as weak, strong, strict, etc., in an attempt to better
characterize it with regard to other so-called one-copy equivalent systems.



feature a stronger consistency level among replicas (atomic consistency) than those based on deferred
update propagation and atomic broadcast (which generally provide sequential consistency).

We consider that this ambiguity is not trivial and that an explicit distinction must be made between
atomically and sequentially consistent systems, as the actual DSM consistency model implemented by a
replication protocol partially explains the complexity and performance of such protocol. Indeed, significant
performance boosts can be achieved with minor DSM consistency relaxations. In addition to such perfor-
mance implications, there are also important differences from the point of view of the user: in sequentially
consistent systems, the Read Your Writes guarantee [26] is lost, as a transaction may be unable to read a
value updated by a previous transaction of the same client.

A further remark can be done about atomic consistency. This model is commonly discarded in DSM
due to the high cost of providing strong consistency to individual memory operations. But when bringing
DSM consistency models to the transactional context, costs are reduced thanks to the fact of grouping
multiple operations into one single transaction and thus the atomic model becomes bearable for those
systems requiring a high level of replica consistency.
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